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1. INTRODUCTION  

1.1 Scope, Goals and Objectives 

The report is a result of a research project conducted by the Mediterranean Institute 
of Gender Studies (MIGS) as a partner to a project coordinated by the Gender 
Studies, o.p.s.- Czech Republic, entitled Staying Safe Online: Gender and Safety on 
the Internet, and funded by the European Commission Daphne III Programme. Other 
partners to the project include the organization Feminoteka (Poland) 
and ProFem (Czech Republic). 

The project addresses the issue of media violence, particularly in connection with 
new media technologies and social networking websites. The overall project aim is 
the collection of gender-related data, involving both quantitative and qualitative 
analysis, and awareness raising about the role of gender in cyber-related-abuse 
(sexual harassment, stalking, cyber-bullying among other) associated to the use  of 
the internet and new communication technologies by young people, particularly 
social networking websites. 

The project’s specific objectives include: 

 Gain knowledge and understanding of the role of gender in young people’s 
experiences of Information Communication Technologies (ICT)-related-abuse 
(sexual harassment, stalking, cyber-bullying among other) in their everyday 
life. 

 Raise public awareness about the gender-based violence and the role of ICT, 
such as social networking websites. 

 Dissemination of information about safety in the cyberspace and useful 
information about available legal and psychological help to young people 
who experience gender-based violence through the use of internet and new 
communication technologies, particularly social networking websites. 

1.2 Methodology  

Methodological Framework  

A human rights-based gender equality approach has been selected for the purposes 
of the current research study using quantitative and qualitative research methods 
(including participatory methods, exploration of discourses, texts, or representations 
with the aim to provide the informants with the means to represent their 
lives/voices). A feminist theoretical framework aims at the production of knowledge 
useful to for effective transformation of gendered injustice and subordination.  

The concept of gender used for the purpose of this study is not interchangeable with 
women but refers both women and men, and the power relations between them.  

The overall aim is the collection and analysis of gender-related data about the role of 
gender in cyber-related-abuse (sexual harassment, stalking, cyber-bullying among 

http://www.genderstudies.cz/
http://www.genderstudies.cz/
http://www.feminoteka.pl/news.php
http://www.profem.cz/en/
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other) associated to the use by young people of the internet and new 
communication technologies, particularly social networking websites.  

The aims of the research:  

- Collect gender-specific quantitative and qualitative data about young 
women’s and men’s experiences of gender based violence (sexual 
harassment, stalking, cyber-bullying among other) associated to the use of 
information and communication technologies, particularly social networking 
websites. 
 

- Explore the ways in which young women and men describe and manage 
experiences of gender based violence through the use of social networking 
websites (or other information and communication technologies).  

- Explore young ICT user’s experiences in managing possible physical, sexual 
and verbal violence or danger in the cyber space and their lives.  

- Provide recommendations (and/or good practices) based on human rights 
values and gender equality principles.    

Prior to the quantitative and qualitative data collection and analysis, a literature 
review has been carried out. Secondary data were used where available such as 
research conducted by other researchers on the subject, as well as, information from 
existing laws and policy documents on gender based violence and safety in the 
internet. Media reports and articles addressing issues of gender based violence 
through the use of information and communication technologies, such as social 
network(ing) websites is also used in the analysis of the data collected through this 
research study.  

Sample 

The research sample consisted of 422 university students (young adults). 66.6% were 
females and 33.4 were males. The age range was between 18 to 25 years old (Mean 
age 20.74). More than 1/4th of the sample was working students (26.8%; 36.2% of 
the boys and 22.1% of the girls). 

Quantitative Research    

The survey was conducted with self-completed questionnaires that were 
disseminated to students of three universities in Cyprus (two public universities and 
one private university) between October 2013 and February 2014. The 
questionnaires were distributed to and completed in classrooms by all students who 
volunteered to participate in this research.  

Qualitative Research 

The qualitative data was collected via seven individual semi-structured in-depth 
interviews (three female and four male students) and one focus group which 
consisted of 8 students (4 males and 4 females). The participants, in both individual 
interviews and the focus group, were students from a public university who 
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volunteered to participate. Each interview lasted approximately 45 minutes while 
the focus group lasted one and a half hour.  

A semi-structured interview guide was used for the collection of data. The students 
were asked about their behaviour while using the internet, their level of knowledge 
and their views of cyber-violence, for example how often it occurs, who is the 
victims, who is the aggressor, who they tell and whether there are differences by 
gender.  

The data were digitally recorded and transcribed verbatim and anonymity of the 
respondents was secured in order to ensure confidentiality.  

1.3 Definitions  

Sex and Gender 

The words ‘sex’ and ‘gender’ do not mean the same thing. When a baby is born, it is 
(normally) clear from its genitals whether it is a girl or a boy. That is a sex difference. 
Dressing a girl in pink and a boy in blue is a choice. That is a gender difference. ‘Sex’ 
refers to biological characteristics that men and women are born with. They are 
universal and generally permanent, e.g. men cannot breastfeed, women menstruate 
etc.  

‘Gender’ refers to the roles and responsibilities assigned to men and women by 
society. Girls and boys are not born knowing how they should look, dress, speak, 
behave or think. Their socialisation is influenced by their families, peers, 
communities and institutions such as the media. ‘Gender’ is not biological - girls and 
boys are not born knowing how they should look, dress, speak, behave, think or act. 
We are influenced by our families and friends as well as by our education and our 
culture, including the music we listen to, the films we watch and all the advertising 
we see on a daily basis. Society as a whole sends out messages about the 
characteristics and roles of girls and boys. Basically, society puts us all in ‘gender 
boxes’.1 

Many people think that gender roles are just ‘the way things are’, but the reality is 
that they are choices and can change over time and from place to place. Gender 
roles have become more equal in recent decades so that there are fewer differences 
between girls’ roles and boys’ roles, but traditional gender roles still have a lot of 
influence. Even if we don’t always realize it, there is a great deal of pressure on us to 
conform to them. 

Gender Norms are created by our culture, not by nature and can change over time. 
A few decades ago, for example, it would have been highly unusual, if not 
unthinkable, for a man to choose to give up work in order to stay at home and look 
after his children. Despite many advances in equality of opportunities and rights 
between women and men, ‘traditional’ or ‘rigid’ gender norms remain pervasive in 
Europe and across the world amongst both adults and young people. Gender norms 

                                                           
1
 Mediterranean Institute of Gender Studies (2012), Youth4Youth: A Manual for Empowering Young People in 

Preventing Gender-based Violence, Nicosia, Cyprus, p. 6. 
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can be so ingrained that people often accept them as ‘the way things are’ and fail to 
recognise the power they have to shape expectations and behaviour.2  

Gender-Based Violence (GBV) is an umbrella term for any kind of discrimination or 
harmful behaviour which is directed against a person on the basis of their (real or 
perceived) gender or sexual orientation. GBV may be physical, sexual, psychological, 
economic or socio-cultural. Its root causes need to be understood in the context of 
gender norms, values and beliefs which support unequal hierarchies of power 
between women and men but also among men and among women. These 
hierarchies of power not only make gender-based violence possible, in some cases 
they create an environment where GBV is tolerated and even considered acceptable. 
Perpetrators may include family or community members and those acting on behalf 
of cultural, religious or state institutions. Gender-based violence affects both women 
and men but disproportionately affects women and girls, reflecting their subordinate 
status in society. Different groups of women and men, such as those belonging to 
sexual minority groups, are also likely to be disproportionally affected by gender-
based violence. 

Bullying is unwanted, aggressive behaviour among school aged children that involves 

a real or perceived power imbalance. The behaviour is repeated, or has the potential 

to be repeated, over time. Both kids who are bullied and who bully others may have 

serious lasting problems3. 

Cyber-bullying refers to practices of harassment and humiliation, in a deliberate, 

repeated, and hostile manner, especially among adolescents using the latest digital 

technology and mobile phones. Often accompanied by the report or threat report 

privacy of the victim, in order to terrorize and humiliate them. This is an increasingly 

common event among young people4.  

Cyber-stalking refers to molesting another person on-line using websites, email, 

GPS, intrusive software, or any other electronic tools. It is a method in which child 

molesters, develop and establish deceptive relationships with minor victims, with 

view to sexual harassment and exploitation. The acquaintance with child victims 

starts through chat rooms (chat rooms, blogs) which ensure easy communication 

with minors, and the illusion of anonymity and security.  

2.  THEORETICAL FRAMEWORK 

In the past few decades, information and communication technologies have 
provided society with a huge variety of new communication capabilities, including 
the internet, mobile phones and other communication mediums. People can 
communicate for example, in real-time with others in different countries using 
instant messaging, video-conferencing. Modern information and communication 

                                                           
2 Carroll, J. L. (2010). Sexuality Now: Embracing Diversity. Third Edition, Wadsworth – Cengage 

Learning Publishers, Pacific Grove, CA. 
3 Stop Bullying Website http://www.stopbullying.gov/what-is-bullying/definition/index.html; Council 

of Europe Website http://eycb.coe.int/gendermatters/ 
4  Stop Bullying Website  http://www.stopbullying.gov/cyberbullying/what-is-it/index.html 

http://www.stopbullying.gov/what-is-bullying/definition/index.html
http://eycb.coe.int/gendermatters/
http://www.stopbullying.gov/cyberbullying/what-is-it/index.html


8 
 

technologies (ICTs) have created an international neighbourhood in which people 
can communicate on a regular basis no matter how far or close they live.  

The expansion of the social media phenomenon among all segments of the 
population is synonymous with words such as Facebook, Twitter, MySpace, blogging 
and hundreds other social media sites to be found. According to statistics requested 
from Facebook, there are 556,000 active Facebook users in Cyprus of whom 338,000 
are active on Facebook from their mobile devices. Over the past ten years, Facebook, 
as well as other social network(ing) websites has transformed the ways in which we 
communicate with each other on a regular basis in practically every aspect of our 
lives with many social and legal implications, despite the great promise they hold. 
For this reason, researchers study these mediums in the context of how modern 
communication technologies affect society.  

Criticism from users has been attracted with regards to the social network(ing) 
websites’ approach to privacy and transparency. Facebook with over 400 million 
users worldwide blurs traditional lines between what is private and what is public, 
featuring privacy concerns. The social networking websites’ domination in everyday 
life has complex effects on people, from both the micro levels of the individual to the 
macro levels of society broadly.5 Social media made a mark on contemporary society 
as spaces for social, cultural and political interaction. However, women’s experiences 
with technology have historically been limited and dominated by men. By 1995, 
when Internet use dramatically increased, few women were online.6 Research shows 
that women are often harassed (usually sexually) and subject to much negative 
feedback from men.7 Therefore, whilst women use the Internet more for social 
reasons, at the same time, gender based violence, harassment and other abuse is on 
the raise.  
 

Social network(ing) sites (SNSs) have already become mainstreamed in the everyday 
life and existing literature so far suggests that they have received limited analytical 
attention.8 9 Interdisciplinary academic investigation has started from different 
research fields and theoretical traditions, aiming to understand the implications, 
users’ engagement and practices, culture and meaning of the sites as there is a wide 
range of social network(ing) sites. Boyd and Ellison (2008) describe the main 
features, present the historical development of such sites and propose a definition 
as well as considerations for further research. Existing literature in the emerging field 
of study acknowledges that we are at an early and important stage of development 
of this field of study with the scope and parameters of the debate beginning to 
shape the agendas for how we study and understand SNSs. SNSs are increasingly 
attracting scholarly attention and on-going dialogue about the importance of SNSs 
and the many unexplored aspects that remain to be researched in future research.  

                                                           
5 Sameer Hinduja, S. &, W. Patchin, J., (2008). Personal information of adolescents on the Internet: A 

quantitative content analysis of MySpace, Journal of Adolescence, 31, 126. 
6
 Kennedy, T. (2003).  Gendering the Digital Divide, IT&Society, 1 (5), 150. 

7 Kennedy, T. (2000). An Exploratory Study of Feminist Experiences in Cyberspace. Cyber Psychology 

and Behavior, 3 (5), pp. 707-719. 
8
 Beer, D. (2008). ‘Social Network(ing) sites…revisiting the story so far: a response to danah boyd and 

Nicole Ellison’, Journal of Computer-Mediated Communication, 13(2), 520. 
9
 Boyd, d. m., & Ellison, N. B. (2007). Social network sites: Definition, history, and scholarship. Journal 

of Computer-Mediated Communication, 13(1), 2. 
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There is a growing debate over the definition and classification of SNSs as 
contemporary virtual communities are rapidly changing and terminology is used to 
describe many different aspects – from shifts in users’ practices to shifts in 
technologies that are mobile.10 

‘We define social network sites as web-based services that allow 
individuals to (1) construct a public or semi-public profile within a 
bounded system, (2) articulate a list of other users with whom they 
share a connection, and (3) view and traverse their list of connections 
and those made by others within the system. The nature and 
nomenclature of these connections may vary from site to site.’11 

 

The work of feminist social scientists demonstrates that women and girls are more 
vulnerable to violence, fear violence, particularly sexual violence, more than men.12 
The experience of violence or the fear of violence inhibits women’s use of space.13 
This is also demonstrated by research with regards to cyber-space. 

Recent research in the EU shows that harmful behaviour of young people on the 
Internet (cyber-bullying, sharing personal data, sharing personal videos recorded on 
phones, etc.) is widespread; however, often research (especially quantitative 
research) fails to provide gender specific data although gender plays a significant 
role in bullying, stalking, sexual harassment and ICT-related sexual abuse.  

3. CURRENT SITUATION IN CYPRUS 

3.1 Background Research 

The European Union Agency for Fundamental Rights (FRA, 2014) survey shows that 
violence against women, and specifically gender-based violence that 
disproportionately affects women, is an extensive human rights abuse that the EU 
cannot afford to overlook.14 

Women who participated in the survey shared their experiences of physical, sexual 
and psychological violence, including incidents of intimate partner violence 
(‘domestic violence’), and stalking, sexual harassment, and the role played by new 
technologies in women’s experiences of abuse. What emerges is a picture of 
extensive abuse that affects many women’s lives, but is systematically under-
reported to the authorities. For example, one in 10 women experienced some form 
of sexual violence since the age of 15, and one in 20 has been raped.15 Just over one 
in five women has experienced physical and/or sexual violence from either a current 

                                                           
10

 Ibid. p.2.  
11

 Ibid, p.2. 
12

 Gordon, M. T., & Riger, S. (1991). The female fear: The social cost of rape. Chicago, IL: University of 
Illinois Press. (Original work published 1989). 
13

 Mehta, A. & Bondi, L. (1999), ‘Embodied Discourse: On Gender and Fear of Violence’, Gender, Place 
and Culture’, 6(1), 67. 
14

 Fundamental Rights Agency (FRA), (2014). Violence against women: an EU-wide survey. Main results 
report, p3.  
15

 Ibid, p.3. 
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or previous partner, and just over one in 10 women indicates that they have 
experienced some form of sexual violence by an adult before they were 15 years old. 
Yet, as an illustration, only 14 % of women reported their most serious incident of 
intimate partner violence to the police, and 13 % reported their most serious 
incident of non-partner violence to the police.16 

In all countries participating to the current project, including Cyprus, Facebook has 
been identified as the most used social networking site. The total number 
of Facebook users in Cyprus is 553,940. Social networking statistics show 
that Facebook penetration in Cyprus is 50.23% of the country's overall population 
and 127.69% of the number of Internet users. Often one internet access is used by 
more than one Facebook user in Cyprus.17  

Cyber-violence has become an issue the last years due to a massive impact of 
information and communication technologies (ICTs) in our everyday life. As in all 
European countries, electronic harassment (i.e. cyber-bullying, stalking, grooming) is 
a growing social problem in Cyprus, too. The traditional form of school bullying, gave 
place to the new form of bullying via the Internet, mobile phones or other digital 
technologies which is mainly assisted by the extensive use of the Internet by children 
and teenagers. For many Cypriot children, internet use is now thoroughly embedded 
in their daily lives and everyday routines. Compared with other European countries, 
Cypriot children are slightly more likely to have domestic access, but not more likely 
to have private access at home. However, across the socioeconomic range, Cypriot 
children are gaining access to handheld devices for going online faster than across 
many European countries, especially among teenagers and boys.18 Despite this, it 
seems that they lack key safety skills and therefore are exposed to online risks such 
as cyber-bullying, cyber-harassment and other forms of cyber-violence.  

With regards to the manifestation of intimate partner violence among teenagers 14-
17 year olds, face-to-face and online, research carried out by the Mediterranean 
Institute of Gender Studies (2014) is particularly revealing. According to the research 
results, there is a very high use of new technologies: 99% receive 
texts/emails/instant messages; 86% send or receive videos/pictures, 94% use social 
networking sites. 13% of the youth sample has experienced domestic violence (3% 
physical) and 21% have been victims of bullying. 17% of the sample has been 
perpetrators of bullying and 40% have negative gender attitudes (gender 
stereotypes). Higher incidences of emotional rather than physical abuse were also 
recorded. Forms of emotional abuse identified by the young participants were: 
jealousy, control, surveillance, isolation and threats. Almost 1 in 5 (18%) have 
experienced some form of sexual partner violence. There was higher incidence 

                                                           
16 Fundamental Rights Agency (FRA), (2014). Violence against women: an EU-wide survey. Main 

results report. 
17

 Hartmut Clasen, (2014). Cyprus Facebook Statistics. Retrieved from: 
http://www.eworkswsi.com.cy/eworkswsi-cyprus-internet-marketing-blog/facebook-statistics-for-
cyprus. 
18

 Laouris Y. and Aristodemou E. (2013). Risk and safety for children on the internet: the Cyprus report. 

https://plus.google.com/u/3/+HartmutClasen/posts
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among 16 year olds, domestic violence victims, and young people with negative 
gender attitudes.19 

With regards to the impact of experiences of online violence on young girls and boys 
who participated in the ebove mentioned research study, 59% of girls recorded 
negative impact only vs. 39% of boys, such as annoyed, embarrassed, angry, and 
upset. 19% of girls recorded positive impact only vs. 34% of boys, like love, wanted, 
protected.  

The above mentioned results are further complemented by the results from the 
qualitative research among young people. Young people consider offline and online 
control as 'normal', 'acceptable', 'justifiable', 'reasonable'. Jealousy is also perceived 
as a sign of love and caring’, “as a phase and it will pass’, “as just a part of being in a 
relationship’. It was also considered “justifiable because they do the same thing back 
too ‘it evens the score’. ‘Victim-blaming’ which also observed in cases of face-to-face 
violence it was also observed when studying online violence: ‘If you give him a 
reason, for example if you wear something short’. Young girls also expressed that 
‘It’s ok to give your Facebook password or let him check your phone to show that 
you have nothing to hide’.20 This is also very much linked to the deep rooted believes 
that control is a proof for love and the fact that very often young people romanticize 
violence in intimate relationships. 

Not surprisingly, the incidents of electronic harassment have shown a tremendous 
rise over the last few years. In 2009, the helpline of the safer Internet Centre 
CyberEthics had responded to one call involving electronic harassment incidents 
(cyber bullying), in 2011 to six calls, in 2012 to nineteen while in 2013 (up to 
September) incidents rose to twenty-nine. Posting degrading photos on the internet 
and their dissemination via mobile phone, creating blogs or profiles on social 
networking websites with deliberately incorrect content, sending threats/obscene 
and offensive content, and the publication of photographs or videos without the 
consent of the individual, are just a few of the usual internet bullying incidents 
reported.  

Young people lack awareness in terms of recognizing acts of sexual abuse, often 
experience difficulty to react in such situations and are unaware of which authorities 
are responsible in such cases or what their role and responsibilities are.21 Even 
though there have been efforts to introduce sexual abuse as one of the objectives of 
Health Education in the school curriculum, the public school education system does 
not seem to be sufficient enough in providing children and teenagers with the 
necessary knowledge and skills to protect themselves from related dangers of sexual 
abuse22.  

                                                           
19

 Mediterranean Institute of Gender Studies, (2014). STIR: Safeguarding Teenage Relationships: 
Connecting Offline and Online Risks (unpublished country report) [Information available: 
http://goo.gl/qEJeyk]. 
20

 Ibid, p.10. 
21 Mediterranean Instiute of Gender Studies, (2011). Youth4Youth: Empowering Young People in 

Preventing Gender-based Violence through Peer Education Attitudes on Gender Stereotypes and 
Gender-based Violence among Youth Country report: Cyprus. 
22

 Office of the Commissioner for Children’s rights’ report to the Council of Europe with regards to 
‘One In Five Champaign’. 
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This poses a new set of challenges for the multiple stakeholders working to make the 
internet safer for children and young people in Cyprus. At the same time, it is clear 
that in Cyprus there are significant gaps in policy and practice in dealing with cyber- 
violence experienced by (young) adults. At the same time, training for professionals 
and young people is offered, but is usually one-off and is not delivered on a 
systematic and continuous basis. 

3.2 Legislation on Electronic Harassment in Cyprus 

Electronic harassment or cyber-violence concerning children and young adults is not 
a considered a criminal offence and is not prosecuted by law. 

The arrangement of electronic communications and postal services law-112 (ι)/2004 
Article 6  
(a) a person who sends through a public communications network, message, or 
anything else, which is flagrantly offensive or obscene or threatening nature, or  

(b) sends by a public communications network, with the intent of causing 
annoyance, harassment and/or undue concern to another person, message, which 
knows that is false and/or uses persistently for the above purpose of public 
communications network, is guilty of an offence and liable on conviction to a penalty 
not exceeding EUR 1700. 

Within the EU, States are acknowledging the need to protect citizens in the online 
world, and some are bound legally to do so, remarkably through the Convention on 
Cybercrime of the Council of Europe. 

The Convention, with its attached Protocol on Xenophobia and Racism is the only 
binding international instrument on this issue, which serves as a guideline for 
national legislative frameworks against Cybercrime and for facilitating international 
and inter-State cooperation. 

In Cyprus, the Convention was ratified and incorporated with a law in 2004 in order 
to be enforceable on a national level. Moreover, Cyprus has a specialized Data 
Protection Law to protect against exploitation of data in any way. 

3.3 General policy framework on violence against children 

Children’s’ rights 

The Cyprus government has ratified the UNCRC (United Nations Convention on the 
Rights of the Child, hitherto mentioned as ‘CRC’) as well as the majority of human 
rights instruments within the framework of the United Nations and the Council of 
Europe. The incorporation of the Convention on the Rights of Child into the 
Republic's municipal law is stated in Law 243 of 1990. An important step in this 
direction was the establishment of the Institution of the Commissioner for the 
Protection of the Rights of the Child in 2007, which in itself is evidence of the 
political will to ensure respect of children’s rights by establishing an independent 
national monitoring authority.  
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However, it is often the case that the principles derived from international human 
rights instruments are often not mainstreamed into national legislation, and as a 
result, their effective implementation is deficient. As stated in the ‘Report of the 
Commissioner for Children´s Rights to the UN Committee On The Rights Of The Child’ 
(September 2011):  various gaps have been noted in relation to ‘the incorporation of 
international human rights instruments into national legislation and their recognition 
and respect in practice and their full implementation through practical measures that 
will make a difference to the lives of children in Cyprus’. The legislative measures 
adopted so far have been largely the result of obligatory harmonization with 
European Union law, such as the directives in the fields of asylum, migration and 
trafficking in human beings, transposing to the minimum the relevant provisions to 
children rights.  

In January 2014, the Commissioner for the Rights of the Child in collaboration with 
the Ministry of Education initiated the creation of a School Anti-Violence Network 
aiming at combating violence in schools more systematically through enhancing 
existing efforts of governmental and non-governmental departments/organisations 
on the issue (focusing on raising awareness widely and preventing all forms of 
violence in schools). In the absence of any real government action over the last years 
in the area of primary prevention of gender-based violence and violence against 
women and girls, a number of NGOs (such as the Cyprus Family Planning Association 
and the Mediterranean Institute of Gender Studies) systematically work with young 
people in the education system to raise awareness and provide information on 
issues related to gender based violence. 

The Ministry of Education and Culture, as part of its policy to prevent and address 
the phenomena of delinquency and violence at school encourages with relevant 
circular entitled, "Prevention, treatment and management of bullying incidents" 
(February 2015) each school unit to develop its own policy to prevent and address 
bullying. According to the circular this action must be taken into account in the 
framework of the Action Plan for Health Education and Prevention of Crime, 
established by each school in the start of each school year. Each school unit is also 
encouraged to take into account the obligations of the State under the Convention 
of Children's Rights, ratified by Cyprus in 1990.  

In particular, where the form of bullying relates to possible sexual abuse / 
exploitation of children, in physical or electronic space needed to be followed and 
the instructions according to another circular disseminated by the Ministry of 
Education and Culture entitled, "Sexual Abuse and Exploitation of Children and Child 
Pornography" (November 2014) to the units at all educational levels, informing them 
of the enactment of legislation on" Prevention and Suppression of Sexual Abuse, 
Sexual Exploitation of Children and Child Pornography of 2014 "Law 91 (I) / 2014 and 
ratifying the European Directive 2011/93 / EU. 

In both circulars it is emphasised that teachers are obliged to report incidents of 
bullying and children’s’ abuse and exploitation.  

In the level of effective policy alimentation, co-ordination between the various 
stakeholders seems to be lacking, due to lack of appropriate instruments and/or 
bodies that will allow successful communication between different public sector 
agencies, or collaboration between the public sector, the private sector and the civil 
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society. It is worth noting low involvement of NGOs as consultative bodies in the 
drafting of policies and as stakeholders in the development and implementation of 
National Strategies and National Action Plans. NGOs will participate to see degree in 
decision-making, but otherwise the structures in the Cypriot State are such that 
there is very little room for them to have any serious impact the drafting of policy 
and policy delivery. 

There is little information dissemination with regards to mechanisms and institutions 
that operate in the field not only of children’s rights and child protection, but also of 
young adults who experience gender-based-violence online and offline. It is clear 
that the policy framework dealing with online and/or offline violence and bullying 
affecting children is more developed, rather than online and/or offline harassment 
and stalking towards adults (especially young adults). In the gap of a clear and 
comprehensive policy framework, activities implemented by NGOs remain ad-hoc, 
often implemented in a piecemeal manner and reaching specific target audiences 
only. 

3.4 Violence against Women and Stalking 

In Cyprus there is no legislation at the moment criminalising stalking. However, the 
Ministry of Justice is currently initiating the drafting of a legislation criminalising 
stalking in line and in view of the signature of the Council of Europe Convention on 
preventing and combating violence against women and domestic violence (Istanbul 
Convention). The procedure of introducing legislation on stalking is expected to be 
finalised in the second half of 2015. 

The Council of Europe Convention on preventing and combating violence against 
women and domestic violence (Istanbul Convention, 1 August 2014), covers various 
forms of gender-based violence, which is defined as “violence that is directed against 
a woman because she is a woman or that affects women disproportionately” (Article 
3 d). The Convention affirms that “a woman who is stalked has no chance at leading 
a normal life. Fear and anxiety take over every aspect of daily life and trying to cope 
makes holding down a job, being in a relationship, caring for children, etc. extremely 
difficult”. It is extremely difficult for victims to put an end to the stalking and to seek 
justice. Most of the Council of Europe member states do not have specific legislation 
on stalking, neither in criminal nor in civil law. In many languages, there isn’t even a 
word for stalking, which says a lot about how little accepted the concept is – or was.   

The Convention offers, for the first time, a set of measures against stalking and to 
support its victims. It is hoped that once the Convention enters into force and is 
implemented at national level, it will make a real difference for victims of stalking.  

The Convention affirms that national legislation must be equipped to deal with 
stalking. Because there can be no penalty without a law, the Convention requires all 
states parties to introduce the specific criminal offence of stalking. This means that a 
country that ratifies the Convention will have to criminalise the act of stalking, which 
is defined as “repeatedly engaging in threatening conduct directed at another 
person, causing her or him to fear for her or his safety”. However, during the 
negotiations some member states preferred to attach non-criminal sanctions to 
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stalking, but to nonetheless make it an offence. That is why it is possible to make a 
reservation to this provision (Article 78 para.3).23 

The Convention introduces restraining or protection orders for victims of stalking. In 
most countries, it is technically possible to apply for a civil injunction to stop the 
behaviour of another person but this instrument has rarely been used against 
stalkers. The Convention requires state parties to make sure that restraining or 
protection orders are available to all victims of violence covered by the Convention. 
This includes stalking. Criminal proceedings may not deter a stalker which is why it is 
important to ensure the safety of the victim. The Convention makes sure that a court 
of law can order a stalker to stop his behaviour and stay away from the victim. Any 
breaches of such orders need to be met with criminal or other legal sanctions. 

To date, 20 member states of the Council of Europe have signed and 18 member 
states have ratified this human rights treaty. Cyprus has signed the Convention on 
the 16th June 2015.   

Since May 2014, the Ombudsman’s office has called for legislation criminalising 
stalking so that police will be better able to take action when complaints are made, 
since the police officers are able only to give verbal warnings in cases of adults 
victims of stalking. The Istanbul Convention can be a valuable tool, if ratified by the 
Cyprus Government. 

Other ways of dealing with stalking (online or offline) in Cyprus, is possible to 
prosecute stalking only when the individual behaviours that form part of it amount 
to crimes prosecutable under other legislation. A civil law suit can be filed against an 
offender for threatening behaviour.24 There no specific services offered to victims of 
online or offline stalking. The services available are only those relating to domestic 
violence victims.  

 

                                                           
23 Council of Europe Thematic Factsheet, Convention on preventing and combating violence against 

women and domestic violence (Istanbul Convention) Stalking. Retrieved from 

http://www.coe.int/t/dghl/standardsetting/convention-

violence/thematic_factsheets/Stalking_EN.pdf. 
24 University of Modena and Reggio Emilia Modena Group on Stalking, (2007). Protecting 
Women from the New Crime of Stalking: A Comparison of Legislative Approaches within the 
European Union, p.78. 
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4. GOOD PRACTICES FOR THE PREVENTION OF ELECTRONIC AND 

CYBER- VIOLENCE IN CYPRUS  

Good Practice No 1 

Title:  IDentifiEYE 

Promoting organization (public, ong, etc.):  Mijn Kind Online  

Beneficiaries: Cyprus Neuroscience and Technology Institute, the EZZEV 

Foundation, OAKE Associates 

General Description (20 lines or 250 words): The project "Children, Data and 

Emerging Identities" concerns the development of an augmented reality game in 

which different sets of data, both active and passive, lead to different outcomes 

as symbolized by signs. These different signs will be printed by children as an 

outcome of a stage in the game and will show to a computer camera. Then, on 

their computer screen, the augmented reality translation of the signs will be 

shown. This translation represents the identity that emerges from the data they 

have entered in the course of the game. By playing the game children learn that 

not providing any data or providing only a small amount of data leads to either a 

complete lack of representation or a distorted representation while providing of 

too many validated data will lead to a truthful representation. The general goal 

of the project is not to prevent children from using the Internet or specific sites, 

but to make them aware of the risks of sharing personal information online and 

to encourage them to control their online identity by thinking carefully about the 

consequences. 

The project aims to teach children the value of data, how to represent 

themselves online, how to be careful with handing out data and how to interpret 

data they encounter on the Internet. The game should help them to protect 

themselves against theft of their identity and against contact with an unwanted 

third person. 

Lessons,  ideas, methodologies (20 lines or 250 words): The project “Children, 

Data and Emerging Identities” developed an Augmented Reality game called 

‘IDentifEYE’ that enables children aged 9-14 years old to understand what kind of 

information they are sharing online and what impact this sharing can have in 

their personal lives. During the development of the game, pilot implementations 

have been organized that enabled team members to evaluate the content and 

the purpose of game. IDentifEYE was developed using an innovative CMS that 

enables the change of the questions should anyone wishes to change the main 

theme of the game. Therefore, with only slight modifications the game can fit to 
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work with any other subject related to online dangers and safety. 

Website or material available: www.identifeye.org  

 

Good Practice No 2 

Title:   CyberEthics GIV 

Promoting organization (public, ong, etc.)  Cyprus Neuroscience and Technology 

Institute.  

Beneficiaries: Cyprus Pedagogical Institute of the Ministry of Education,  CYTA- 

the public-owned telecommunications company,  the Pancyprian Coordinating 

Committee for the Protection and Welfare of Children and the Youth 

BoardCyprus . 

General Description: 

The CyberEthics project (the Cyprus Safer Internet Center), active in Cyprus since 

2006, promotes the safer use of the Internet in Cyprus, and serves the needs of 

all people that live on the island (i.e. also Turkish-Cypriots and other minorities) 

addressing not only issues of child pornography, but also racism (currently on the 

rise in Cyprus), gender discrimination and inappropriate use of peoples’ images. 

It operates as a combined Awareness Node, Helpline and Hotline. 

The Awareness Node or Awareness Center is responsible for raising awareness 

on online dangers and online safety through the organization of lectures, 

workshops, seminars and other events. The events are suitable for parents, 

youngsters, children, teachers and other professionals who are interested to be 

informed and/ or trained on online dangers and online safety. 

The Safer Internet Helpline works as a counseling center by accepting phone calls 

or chats by cybercrime victims. The victims can accept psychological support 

and/or legal advice concerning their experience. 

Finally, the Safer Internet Hotline is the center for reporting illegal content on the 

internet that concerns child pornography, racism or xenophobia.   

The CyberEthics project also aims to engage actors from the government and the 

civil society, thus contributing towards the eradication of cybercrime through 

informed actions of European citizens and public institutions that aim to change 

behaviors, mentality and attitudes, giving special emphasis to rural and less 

http://www.identifeye.org/
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developed areas of the country. 

The project is co-funded by the Safer Internet plus Program of the European 

Commission. 

Lessons,  ideas, methodologies 

The CyberEthics team in order to achieve her tasks has developed collaborations 

with important stakeholders of the island.  These collaborations have allowed to 

the Cyberethics team the development of a series of strategies in order to 

achieve our tasks.  Our best practices include: 

 Parents-kids workshops, for educating both sides on online safety and 
enhancing the relationship between the two by using new technologies 
and adopting responsible behavior online.  

 Engagement of elementary school children and teachers through 
interactive workshops, street theatre and theatre of the cyber-oppressed. 

 Youth empowerment to facilitate pro-active behaviour through training 
of 'student coaches', competitions on Internet safety, creation of 
awareness tools and positive content, engagement of the Youth Panel in 
structured consultations, interactive workshops aiming at learning to (i) 
recognize and critically identify illegal content; (ii) report illegal content 
via Hotline; (iii) use the Helpline; and (iv) improve digital literacy (focus on 
online tools such as Facebook, oVoo etc.) 

 Engagement of parents in workshops and mini interactive theatrical 
shows including parents with/out their children in collaboration with the 
Youth Board of Cyprus. Parents with children engaged in structured 
dialogues on what constitutes positive content on the net and how 
children can benefit. 

 Engagement of disadvantaged groups through presentations and 
trainings in schools dominated by foreign children and activities 
specifically for physically disabled children. 

 Activities adapted to current technological changes, such as upgrade the 
website for accessibility, new technologies such as augmented reality and 
barcodes and exploitation of the newly developed 'CyberLands' game. 

 Extension of Helpline operating hours and use of “clean feed” technology 
for the Hotline. 

 National events with participation of all relevant stakeholders: E.g., 
Educational Fair for Internet Safety for children to present products and 
participants to vote for winners.  

Website or material available 

www.cyberethics .info  
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Good Practice No 3 

Title: LOG IN; Laboratories on Gender violence In New media 

Promoting organization (public, ong, etc.)   Modena Municipality, Italy  

Beneficiaries: Mediterranean Institute of Gender Studeis (MIGS- Cyprus), Centro 

Documentazione Donna (Italy); Women’s Issues Information Centre (Lithuania); 

and Asociatia pentru Libertate si Egalitate de Gen (Romania). 

General Description:  

Building on our previous project Perspective, the overall project aim is to prevent 
and combat gender-based violence through the promotion, among teenagers, of 
responsible behaviour in the use of social networks and new media. 
The specific project objectives are the following: 

 To understand the importance of the use of social networks, new media, 
chats, SMS, etc. in the everyday life of adolescents; 

 To raise awareness among young people and adults about gender-based 
violence and the role of new technologies; 

 To combat harmful and violent behaviour in the use of social networks by 
young people,  proposing to teenagers models of relationships between 
the sexes based on mutual respect; 

 To raise awareness among parents, teachers, educators about of the 
correct use of new media by young people and the legal aspects connected 
with the publication of personal information in social networks; 

 To propose positive ways among teenagers of the use of new technologies, 
and how social networks and new media can be exploited for 
communication, learning, exchange of opinion, and participation in the 
social/political life. 

 To design and test, through pilot actions, a methodology able to involve 
young people in a peer education activity, using social networks and new 
media for the promotion of gender equality values; 

 To design and test, through pilot actions, a methodology able to make 
adults aware of the negative and positive uses of social networks and new 
media by young people; 

 To disseminate the tested methodologies, giving to other local, national 
and European actors the tools to adapt and implement the LOG IN 
experience in their contexts. 

Lessons,  ideas, methodologies 

The project pilot actions involve training workshops among young people as well 
as with adults. The main project activities include: 

 The elaboration of training package addressed to young people (14-18 
years old); 

 The elaboration of training package addressed to adults; 

 The implementation of peer education pilot actions, both vis-à-vis and 
through social networks of in Modena, Nicosia, Vilnius and Sibiu; 

http://www.cddonna.it/
http://www.cddonna.it/
http://lygus.lt/mic/about-us/
http://aleg-romania.eu/en
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 The evaluation of the impact of the pilot actions (through ex-ante and ex-
post questionnaires); 

 The launch of communication campaign on gender-based violence and 
social networks and new media. 

In Cyprus, students claimed that the trainings had an unequivocal effect in 

enhancing their awareness and knowledge of issues related to Gender Based 

Violence and new media. The participants mentioned that throughout the 

workshops they were able to recognize that in the past they would have 

considered as ‘normal’ or ‘natural’ as incidences of abuse. After the trainings, 

students were able to recognize psychological abuse and to exhibit much less 

tolerance. Most importantly, participants have learnt to recognize acts of 

gendered violence in their own behaviour and others’, identifying not only how 

their own online behaviours may become abusive but also how they may be 

perpetuating GBV by their attitudes and stances and also they feel more ready to 

take action and to protect themselves. Clearly, there is a need for placing more 

emphasis in providing further clarity in what constitutes Gender Based Violence 

and helping participants distinguish between impact and causality online and 

offline. Young people were able to disseminated positive messages through their 

interaction online (Facebook) and face-to face-through their peers. They 

produced theatrical play, posters and videos which have been presented at 

youth events and shared through social networking sites.  

Website or material available 

www.medinstgenderstudies.org, goo.gl/0a9RJM  

 

Good Practice No 4 

Title: ‘STIR: Safeguarding Teenage Intimate Relationships: connecting online 
and offline contexts and risks’.  

Promoting organization (public, ong, etc.)  The project is led by Bristol University 
in partnership with the University of Central Lancashire in the UK and funded by 
the Daphne III Program of the European Commission. 

Beneficiaries: Other partners to the project include the Norwegian Centre for 
Violence and Traumatic Stress Studies (Norway), University of Palermo (Italy), 
Applied Research and Communications Fund (Bulgaria) and CESIE – European 
Centre of Studies and Initiatives (Italy).  

General Description: 

Even though, as documented from previous research, physical and psychological 
violence in teenage relationships has a profound impact on young people’s, and 
especially girls’, well-being, this body of evidence fails to include the role of new 

http://goo.gl/0a9RJM
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technologies and social media in instigating and perpetuating teenage partner 
violence. Although some interventions have been developed, these have been 
predominantly school or project-based and occurred in the absence of a robust 
evidence base, hampering recognition and implementation at an EU level. This 
project aims to bridge this gap in EU understanding and prevention. 

As young people do not highly differentiate between online and offline worlds, 
this project will reflect the interconnection of violence through new technologies 
and in the physical world. The applied project  will also enhance understanding of 
how EU policy and practice concerning gender equality, children’s rights and new 
technologies impacts on this form of violence, and how these messages can 
inform wider safeguarding of young people’s welfare. 

The main project objectives of this project are the following:  

1. Mapping relevant EU research, policy and practice in the area of the use 
of new technologies in young people’s intimate relationships 

2. Documenting the incidence, impact and dynamics of online/offline 
experiences of partner violence and control within young people’s lives 

3. Exploring young people’s experiences of partner violence and their views 
on prevention 

4. Development of an appropriate, directly accessible web-based resource 
and app for young people 

Lessons,  ideas, methodologies 

In order to achieve the project objectives, the methodology includes the 
following activities during the project: 

 Expert consultation: Each partner convenes a group of national experts 
to identify what is known about the use of new technologies in young 
people’s intimate relationships and to map EU and national policy and 
practice developments. This will offer a firm foundation for stakeholders 
to lobby for greater European policy and practice recognition and clarity. 

 School-based survey: A quantitative survey (n=500 Cyprus and n=4500 at 
EU level) was conducted through the use of self-filled questionnaires 
among 14-17 year olds. The survey aims to explore the interconnection 
between online/offline forms of violence in young people’ relationships 
and the role of new technologies in underpinning control and abuse. The 
results of this survey provide a robust framework to enhance European 
safeguarding policy and practice development and offer essential grass-
roots evidence to underpin and support the development and 
implementation of interventions at both a national and international 
level. 

 Young people’s participation: Qualitative interviews with young people 
explored experiences and perceptions of partner abuse within 
online/offline spaces including through mobile platforms. A central 
feature will be to explore young people’s views on prevention and 
intervention. Young people’s participation will also be facilitated by a 
secure and monitored on-line message board, through which young 
people will have the opportunity to exchange views and experiences, 
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comment and place questions around this issue and most importantly 
allow for their voices to be heard. Youth participation in the project will 
also be strengthened through national Young Advisory Groups who will 
undertake a consultative role and will provide feedback and 
recommendations on all stages of the project. 

 Web-based resource: an accessible, web-based resource and 
downloadable app has been developed in consultation with young 
people. This included relevant research findings, young people’s own 
anonymous experiences and views, case-studies and other appropriate 
resources. 

Website or material available  

http://stiritup.eu/, http://goo.gl/L0PZDd  

 

5. QUANTITATIVE FINDINGS 

5.1 USE OF THE INTERNET 

5.1.1 Time spend on the internet/day 

 The majority of the sample (62,8%) spend up to 4 hours/day on the internet. 
As shown on Figure 1, women tend to spend more time on the internet 
(38.5% of women spend more than 4 hours/day compared to 34.8% of men). 
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Figure 1: Time spend on the internet/day 
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5.1.2 Activities on the Internet 

 As shown on Figure 2, most popular daily activities on line were: 
Communication through social network(ing) sites, browsing the internet and 
listening/downloading music. Facebook is the most popular social 
network(ing) site for both men and women. 
 

 Gender differences  in internet use: 
Women were more likely to use the internet for chatting (62.1% compared to 
51.8% of men), to surf or browse the internet (92.4% Vs 83.7%), 
sending/receiving emails (60.1% Vs 58.2%) and Social Network(ing) Sites 
(89.7% Vs 86.5%) 
Men more frequently than women used the internet for 
downloading/watching movies and videos (62.4% Vs 53.8%; p=0.021) and to 
play games (36.9% Vs 32.7%). 

 
Figure 2: Activities on the internet 

5.1.3 Which devices are used to connect   

 As shown on Figure 3, use of the internet via private platforms (own laptops, 
smartphones, tablets) is substantial. 

 95.3% of the sample were connected on the internet through their own 
personal computer (95.7% of men and 95% of women), and 80,2% through 
their smartphone (78.7% of men and 84% of women). 
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Figure 3: Where do they get connected from. 

 

5.2. GENERAL AWARENESS/ KNOWLEDGE OF CYBER-VIOLENCE AND ONLINE 
HARASSMENT 

5.2.1 Perceptions of Online Safety 

 97.4% of the respondents do not feel secure on the internet as they have 
concerns about the theft or misuse of their personal information. Women 
though, feel more strongly about inappropriate behaviour on the internet. 
(Table 1). 

 Agree Disagree P value 

 Men % Women % Men % Women %  

I have worries about personal information theft on 
the internet 

96.4 97.9   0.376 

I would care if somebody had fun at my expense 
on the internet. 

89.3 96.1   0.001 

Having fun at other peoples’ expenses is amusing.   80.8 94 0.000 

Pretending to be someone else on the internet is 
normal/ acceptable. 

  92.9 96.7 0.025 

There is nothing wrong with secretly filming 
teachers in the class room.  

  85.8 96.5 0.001 

There is nothing wrong with sending photographs 
of naked people via internet. 

  86.5 98.2 0.000 
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Constantly calling another person can be taken as 
expression of interest. 

  60.3 75.8 0.003 

Sexually toned texts can be flattering for women.  34.8  65.2 94.3 0.000 

Sexually toned texts can be flattering for men.  44.7  55.3 81.2 0.000 

Using dirty language or swear words during 
internet communication is cool. 

  86.5 96.8 0.000 

Posting ‘sexy’ photos of me on any of my internet 
profiles is alright. 

  75.9 95.4 0.000 

Table 1: Attitudes to cyber-violence 

 The most pronounced differences are being observed in the statements 
concerning sexually toned texts. Nearly half of the male sample (44.7%) 
believes that sexually toned texts can be flattering for men and more than 1 
in every 3 males believes that sexually toned texts can be flattering for 
women (34.8%). Women strongly disagree on both statements, especially in 
relation to females. 
 

5.2.1 Knowledge of the term cyber-violence 

 The majority of the participants (89.6%) are familiar with the term ‘cyber- 
violence’ and 90.7% of them gave a similar definition. Statistical difference 
has been found with regards to gender. Women were more aware about the 
term compared to men (82.2% Vs 71.6%; p=0.016). 

 As shown on Figure 4, they learned about it mostly through the media/news 
(61.8%) on TV (73.9%). Women were more likely to hear/learn about cyber-
violence on TV (87.1% Vs 72.6%; p=0.001).  

 Only 1/3rd of the sample (34.1%) learned about the term “cyber-violence” 
from their parents. Again, women were more likely to report that their 
parents talked to them about cyber-violence (42.4%) compared to men, 
where only 29% said that they learned about it from their parents. 

 
 

Generally, these results are in line with the results of other similar studies and 
educational initiatives in schools carried out by MIGS and its European partners (LOG 
IN, STIR), identifying the need for more involvement of the parents and the 
organisation of more awareness raising actions targeting parents enhancing their 
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role in prevention of cyber-violence from very early ages. Also, it can be assumed, 
that parents are more concerned about their daughters’ safety online rather than 
their sons and talk about these issues with their daughters, based on deep rooted 
perceptions about gender roles (about girls and women being in need for protection 
from others – especially male protection- and expectations about boys and men 
being strong and able to protect themselves from dangers). As it will be seen below, 
this is also reflected in the quantitative results of the current study looking at the 
perceptions of young men who are not likely to report incidents of cyber-violence or 
cyber-harassment because they believe they could deal with the aggressor 
personally and/or do the same to the aggressor.  
 

5.3. PERSONAL EXPERIENCE OF ANY FORM OF CYBER-VIOLENCE  

More than 1/4th of the participants (27.1%) reported that they have experienced 
some form of cyber-violence.  

5.3.1. Relation with Gender and Age 

 Women were more likely to be victims of cyber-violence (28.1% Vs 24.8%), 
but no statistical significance has been found. 
Statistical significance though, has been found with regard to age. 
Participants in the older group (23-25 years old), were more likely to be 
victims of cyber-violence (39.5% compared to 24.2% of those who were 18-20 
years and 24.3% of those who were 21 -22 years old; p=0.026). 
However, the experiences and the impact and of violence differ significantly 
as it will be seen below in the qualitative research results of the study.  

5.3.2. Forms of Online Harassment 

 As shown on Table 2, the main form of electronic harassment reported was 
annoying and constant phone callings for both males and females (87.8%) 
and being humiliated, gossiped about or offended (58.3%). 

 Women more often reported being threatened or intimidated, whereas men 
more often reported having had offensive things said about them on the 
internet that other people could see.  

 Personal photos that they were ashamed of were published on the internet 
for more than to 1/3 of the sample.  

 Additionally, for more than the 1/4 of the sample, somebody had 
impersonated them online. Men compared to women were more likely to be 
the victims of such form of electronic harassment (42.9% Vs 20.3%). 

 It is obvious that women’s experiences concern their safety, whereas men’s 
experiences and concerns are related to online activities which harm their 
“status” and reputation.   

Yes, at least once…… Total % Rank Men % Rank Women % Rank P value 

I was annoyed by constant phone calling, 
unwanted messages, texts. 

87.7 1 88.6 1 87.3 1 0.893 

I was humiliated, gossiped about or 58.3 2 68.6 2 53.8 2 0.102 
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offended. 

I was threatened or intimidated.  43 3 51.4 4 39.2 3 0.211 

Somebody wrote offensive things about 
me on the internet that other people could 
see. 

36.8 4 62.9 3 25.3 5 0.000 

Somebody published on the internet a 
photo I was ashamed of. 

36 5 48.6 5 30.4 4 0.000 

Somebody was pretending to be me. 27.2 6 42.9 6 20.3 6 0.001 

My personal information was published 
without my permission (e.g. phone 
number, address) 

19.3 7 34.3 7 12.7 7 0.017 

Somebody published on the internet a 
video/recording that I was ashamed of.  

2.6 8 5.7 8 1.3 8 0.171 

Table 2: Forms of Electronic Harassment 

5.3.3 I have been electronically harassed via: 

 Mostly, the above-described behaviours as seen on Figure 5, where 
conducted through text messages (71.9%), via communication through 
internet (55.3%) and through social network(ing) sites (44.7%). 
 

 

 Several statistical differences have been found with regards to the links 
between gender and the spaces where electronic harassment is performed 
(Figure 6). Mostly men are being harassed via emails (25.7% Vs 3.8%; 
p=0.000) and via internet chat (71.4% Vs 48.1%; p=0.025). Most popular form 
of electronic harassment towards women is via text messaging (74.7% Vs 
65.7%). 
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5.4. VICTIMS’ FEELINGS AND REACTIONS 

5.4.1 Victims’ Feelings following cyber-violence 

 As shown on Table 3, the participants who had a personal experience of 
cyber-violence expressed feeling anger (86%), worry (75.4%) and nervousness 
(67.5%).  

 Statistical significance has been found based on gender. Women who had 
experience of cyber-violence, expressed worry, (p=0.05), fear (p=0.041) and 
anger, and also reported feeling vulnerable and helpless. In contrast, men 
reported feeling mostly disgust, nervousness, shame (p=0.039) or they didn’t 
care and did nothing about it (p=0.045).  

 Again, it seems that women’s feelings of worry, fear, anger, and 
vulnerability following cyber-violence, are associated to their perceived 
safety, integrity and dignity. Whereas men’s feelings of disgust, 
nervousness, and above all the high percentages of shame are associated 
with the impact of online activities of violence on their “status” and 
reputation.   

 After an attack I felt….. Total % Men % Rank Women % Rank 

anger 86 82.9 1 87.3 1 

worries 75.4 62.9 3 81 2 

nervousness 67.5 68.6 2 67.1 3 

disgust 57 62.9 3 54.4 4 

sadness 46.5 54.3 5 43 6 

fear 46.5 40 7 49.4 5 

shame 39.5 54.3 5 32.9 8 

shock 38.6 31.4 8 41.8 7 

vulnerability 28.9 22.9 9 31.6 9 

helplessness 19.3 17.1 10 20.3 10 

guilt 13.2 17.1 10 11.4 11 

Nothing, I do not care 8.8 17.1 10 5.1 12 

Table 3: Victims Feelings 
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5.4.2 Victims’ Reactions following incidents of cyber-violence 

 Their main reactions of the respondents following an experience of cyber- 
violence were the following:  

 block the person who put them at risk (72.8%); 

 change their personal account privacy settings (52.6%),  

 confide in a friend (52.6%)  

 51.8% of the participants reported that they dealt with the aggressor 
personally, and this was done mostly by men (Table 4). This is very much 
linked to the traditional gender roles attributed to men in a patriarchal 
society like Cyprus, based on which men are expected to be tough, strong, 
fearless, and “bearing” the responsibility of taking justice in their own hands.  

 Only 12.3% of the victims called a helpline dedicated to such issues and only 
21.9% confided in their parents. 

 Statistical gender differences were observed. Men were more likely to deal 
with the aggressor personally (68.6% Vs 44.3%; p=0.025) and stop using 
certain pages or social network(ing) sites where there is some possibility of 
attack (40% Vs 19%; p=0.022).  

 Women were more likely to block the person who put them at risk (75.9% Vs 
65.7%; p= 0.032) and confide in their parents (29.1% Vs 5.7%; p=0.003). 

 None of the victims of cyber-violence reported that he/she responded to 
their experience with similar behaviour toward the aggressor.  

 

After an attack my reaction was to….. Total % Men % Rank Women % Rank 

Block the person who puts me at risk.  72.8 65.7 2 75.9 1 

Confide in a friend. 52.6 42.9 4 57 2 

Change my personal private settings. 52.6 54.3 3 51.9 3 

Deal with the aggressor personally 51.8 68.6 1 44.3 4 

Change my accounts (name, photo, etc.) 27.2 25.7 6 27.9 6 

Stop using certain pages or social media, 
where there is some possibility of attack. 

25.4 40 5 19 7 

Confide to my parents. 21.9 5.7 10 29.1 5 

Call a helpline dedicated to such issues. 12.3 11.4 7 12.7 9 

Do nothing 12.3 8.6 9 13.9 8 

Confide to my teacher. 7.9 11.4 7 6.3 10 

Do the same to the aggressor 0.9 2.9 11 0 12 

Seek psychological help. 0.9 0 12 1.3 11 

Table 4: Victims Reactions  

5.4.3 Attitudes and Perceptions among those who have not experienced cyber-
violence.  

 As shown on Table 5, among those that reported never to have experienced 
an incident of cyber-violence, several statistical differences were found 
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between genders and on the ways the respondents would react if they were 
to fall victim to some form of cyber-violence.  

 Those who were not victims said that in case they were attacked by an 
aggressor, they would block that person (71.7%), change their personal 
privacy settings (54.8%) and stop using certain pages or social network(ing) 
sites where there is a high risk of attack (53.8%). 

Women were more likely than men to react in case of an attack as follows: 

 Block the person who put them into risk (p=0,000),  

 change their accounts (p=0,000),  

 stop using certain high risk webpages (p=0,015),  

 confide in a friend (p=0,032),  

 inform somebody else (p=0,000),  

 call a help line (p=0,000),  

 confide in their parents (p=0,000),  

 seek psychological help (p=0,031).  
Men were more likely to:  

 Deal the aggressor personally (p=0,000)  

 Do the same to the aggressor (p=0,000). 

After a possible attack my reaction might 
be to….. 

Total % Men % Rank Women % Rank 

Block the person who puts me into risk.  71.7 57.8 1 79 1 

Change my accounts (name, photo, etc.) 54.8 41.3 5 62 2 

Stop using certain pages or social media, 
where there is some possibility of attack. 

53.8 45 4 58.5 4 

Confide to a friend. 53.5 45.9 3 57.6 5 

Inform somebody else 53 39.1 7 60.5 3 

Change my personal private settings. 47.1 41.3 5 50.2 6 

Call a helpline dedicated to such issues. 38.5 25.7 9 45.4 8 

Confide in my parents. 36.3 17.4 10 46.3 7 

Deal with the aggressor personally 29.6 50.5 2 18.5 9 

Do the same to the aggressor 10.8 27.5 8 2 11 

Confide to my teacher. 6.4 4.6 12 7.3 10 

Seek psychological help. 5.4 1.8 13 7.3 10 

Do nothing 3.2 5.5 11 2 11 

Table 5: Possible Reactions among those who have not experienced cyber-violence 

5.5     PERSONAL INFORMATION SPREAD ON THE INTERNET 

Despite that 97.4% of the participants said that they have worries about personal 
information being theft, they seem to freely share certain information about their 
self on the internet (Figure 7).   

 66.6% of the participants share freely on the internet their name, 60.1% their 
date of birth, 47.2% their email address and 41.4% their personal photos. 
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 They almost never share their pin numbers (95.9%), their phone number 
(78%) and their home address (73.4%). 
 

 

 Taking a look at Figure 8 with gender lens, men tend to share more freely 
than women their place of residence (p=0.000), their phone number 
(p=0.000) and personal photos (p=0.05), whereas women share more freely 
their date of birth and their passwords.  

 

Posting personal information is often viewed as a risky behaviour; although research 
suggests that the mere act of posting information may not in itself be a risk factor. In 
explaining why there is no correlation, Wolak, Finkelhor, Mitchell, and Ybarra note 
that because posting information is common on these very popular sites, “in general, 
behaviours manifested by large numbers of people fail to predict events that are 
relatively uncommon”.25 Rather risk is associated with interactive behaviour. Other 
risky habits may be better predictors, and more related to why youth are at risk. For 
example, “talking with people known only online (‘strangers’) under some conditions 
is related to interpersonal victimization, but sharing of personal information is 
not”.26 These recent findings are contrary to many suggested best practices 
publicized by groups devoted to the protection of youth online. 
 
One area of concern involves youth who engage in age deception, indicating that 
they are older than they are.27 This may lead young adults to believe that they are 
interacting with someone who is of age when they are not. Little is currently known 
                                                           
25 

Wolak, Janis, David Finkelhor, Kimberly Mitchell, and Michele Ybarra. (2008). “Online “Predators” 

and Their Victims: Myths, Realities, and Implications for Prevention and Treatment.” American 
Psychologist 63(2), p. 117.

 

26 
Ybarra, Michele, Dorothy L. Espelage, and Kimberly J. Mitchell. 2007b. “The Co-occurrence of 

Internet Harassment and Unwanted Sexual Solicitation Victimization and Perpetration: Associations 
with Psychosocial Indicators.” Journal of Adolescent Health 4, p.138.

 

27 Gross, Elisheva F. 2004. “Adolescent Internet use: What we expect, what teens report.” Applied 

Developmental Psychology 25: 633–649. 
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about the intersection of this risk behaviour and sexual victimization. As the 
knowledge of the area expands, more meaningful conclusions will be made about 
how and where it is appropriate to reveal personal information. 
 
However, by sharing their passwords with friends and peers, young women and men 
run the risk of being impersonated online and having their accounts used in acts of 
harassment. Despite this being identified by the available literature as risky 
behaviour, little is known about how often youth share their passwords or in what 
circumstances.28 

 

5.6. RISKY BEHAVIOURS OR SITUATIONS EXPERIENCED 

 Participants were asked whether they have ever experienced specific 
situations related to cyber-violence. The results show statistical significance 
with regards to gender in all situations. In general, men were more likely 
than women to engage in risky behaviours on the Internet and experience 
risky situations. Results are shown on Table 6. 

 A high percentage of the sample (67.8%) accepts friend requests from people 
that they don’t know at all. This is also mostly done by men (73.8% Vs 64.7; 
p=0.023). 

 Not surprisingly, an even higher percentage of the participants (69.7%) 
reported that they engaged in communication with a stranger on the 
internet, and men were also more likely than women to do this (75.2% Vs 
66.9%; p=0.000). 

 More than half of the sample (53.8%) reported that a stranger had asked 
them out over internet. Women were more likely than men to be recipients 
of such an invitation (54.9% Vs 51.8%; p=0.046). 

                                                           
28 Schrock, A., & Boyd, D. (2008).  Online threats to youth: Solicitation, harassment, and problematic content: 

Literature review prepared for the Internet Safety Technical Task Force, Berkman Center for Internet & Society 
Harvard University, p.132. 
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 30.1% of those who reported that a stranger had asked the out over internet 
reported actually going out with a person that they had met online. Of those 
most commonly were men than women (45.4% Vs 23.4%; p=0.000). 

 On the other hand, only a small percentage of the participants (8.1%) 
reported that they have sent or posted ‘sexy’ (nude or half naked) photos or 
videos of themselves online, and men were more likely than women to do so 
(17.7% Vs 3.2%, p=0,000).  

 At the same time, men were also more likely than women to be victims, as 
well, by being recipients of text messages with sexual content (54% Vs 35.3%, 
p=0,000).   

 Yes, I have at least once  ….. Total Men % Women % P value 

Receive a text with sexual content. 41.5 54 35.3 0.000 

Sent sexy (nude or half naked) photos or videos of 
myself. 

8.1 17.7 3.2 0.000 

Add a person to my friend`s list that I do not know at all 
on his/hers request.  

67.8 73.8 64.7 0.023 

Communicated with a stranger on the internet.  69.7 75.2 66.9 0.000 

Asked to go out by a stranger on the internet? 53.8 51.8 54.9 0.046 

Went out with a person you only know through 
internet. 

30.1 45.4 23.4 0.000 

Table 6: Risky attitudes and experiences 

 

Due to their socialisation men usually engage in more risky behaviour in trying new 
experiences and through their gender roles they engage in more spontaneous 
situations.  
Women’s gender socialisation makes them to be more cautious in the light of safety 
online and offline. Women’s and girls’ vulnerability to harassment, violence and 
exploitation is embodied through their socialisation, therefore, they seem to act 
more thoughtful, in the fear of becoming victims of sexual violence.  
 
The fact that men were found to be more likely to receive text with sexual content, 
may be due to their need for expressing their sexuality and increase their sexual 
image, therefore they report it more easily than women. At the same time, this 
might me due to the fact that, as men act more risky and reply more easily to 
unknown persons, they are being recipients of text messages with sexual content 
more easily. Therefore, it is not possible to know whether these texts are being sent 
from men or women.    
In addition, comparing these results, with the prevalence of cyber-violence among 
the participants (section 5.3.), we can assume that specific situations might not be 
considered as cyber-violence by the participants. 
While only 27,1% of the participants reported that they were victims of cyber-
violence, 41.5% have been recipients of a text with sexual content, and 53.8% were 
asked to go out by a stranger.  
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5.7. GENDER RELATED ISSUES/BELIEFS  

 In general, 73.2% of the participants believe that victims of cyber-violence 
are more often women rather than men with women more likely than men 
to agree with this statement, 75.4% Vs 68.8%) (Figure 9). 

 61% of the participants believe that the aggressors who are responsible for 
cyber-violence are more often men rather than women and mostly women 
agree with this statement, 65.7% Vs 51.8%). However, a significant 
percentage of men (20.6%) reported that aggressors are more often women 
than men (p=0.012) (Figure 10). 

 Both men and women (50.4% and 48.2%, respectively) believe that men can 
more easily deal with cyber-violence. More strongly women agree on this 
statement (p=0.002) (Figure 11).  

 But, there is a disagreement as to whether women or men tolerate bullying, 
gossip, and slanders. The majority of men (29.8%), believe that men more 
easily tolerate bullying and gossiping than women, while the majority of 
women (36.4%) believe that women more easily tolerate such behavior 
(p=0.048) (Figure 12). 

 No significant gender differences were observed in responses to the 
statement on who is more easily excluded from internet communications. 
Both men and women (46.8% and 56.4%, respectively) believe that this is 
equally experienced by women and men (Figure 13).  

 Both men and women believe that women are more often victims of sexual 
harassment on the internet in contrast to men (66.7% and 62.1%, 
respectively) (Figure 14). 
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5.8. AGGRESSOR’S BEHAVIOURS 

5.8.1 Prevalence of Aggressive Behaviours and Gender Differences 

According to the statistical data of this study, being the aggressor on cyberspace is a 
male issue. In all statements relating to aggressive behaviours, statistical significance 
has been observed based on gender (Table 7).  

 Almost half of the participants (42.9%) admitted that they had engaged in some 
kind of cyber-violence at least once, and males were more likely than women to 
do this (59.6% Vs 31.8%; p=0.000). 

 The most common form of cyber-violence performed was to humiliate gossip or 
offend somebody (20.4%). Men engaged in such behaviour at a rate of 33.3% as 
compared to13.9% women (p=0.000). 

 16.9% of the sample admitted that they have assumed a false identity at least 
once. Men engaged in such behaviour at a rate of 21.3% as compared to 14.6% 
women. 

 9.7% of the respondents (the majority males, 19.1% Vs 5%; p=0.000) confessed 
that they had blackmailed or intimidated somebody online. 

 5.2% of the participants admitted having published somebody’s personal 
video/voice recording on the internet without his/her permission (12.8% of men 
Vs 1.4% of women; p=0.000).  
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 Similarly, 4.5% of the participants admitted that they have published somebody’s 
personal information on the internet without his/her permission (9.2% of men Vs 
2.2% of women; p=0.004). 

Yes, ... Total % Men % Women % P value 

I have humiliated, gossiped or offended somebody. 20.4 33.3 13.9 0.000 

I have published something offending for somebody 
that others could see it 

16.4 31.9 8.6 0.000 

I have threatened or intimidated somebody.  9.7 19.1 5 0.000 

I have pretended to be somebody else. 16.9 21.3 14.6 0.242 

I have published somebody’s personal video/voice 
recording on the internet without his/hers permission. 

5.2 12.8 1.4 0.000 

I have published somebody’s personal information on 
the internet without his/hers permission. (e.g. phone 
number, address) 

4.5 9.2 2.2 0.004 

Table 7: Aggressive behaviour 

5.8.2 Places where these behaviour are mostly performed 

 Most commonly these behaviours were performed through internet chat 
(54.9%), text messaging (52.6%), or social network(ing) sites (50.9%) and less 
through email (18.5%) (Figure 15). 

 Men were more likely than women to be the aggressor through social 
network(ing) sites (63.1% Vs 39.3%; p=0.001). 

 

5.9. AGE RELATED CORRELATIONS 

 Statistical significance has been observed with age and either being a victim or 
aggressor of cyber-violence. 
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Figure 15: I have performed these behaviours via....
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 Participants in the older age group (23-25 years old) were more likely to be 
victims of cyber-violence (39.5% compared to 24.3% among those who were 
between 18-22 years old; p=0.026). 

 At the same time, participants between 21-25 years old were more likely to have 
act as aggressors too (47.4% compared to 33.3% among those who were 18-20 
years old). 

6. QUALITATIVE FINDINGS 

6.1 IN-DEPTH INTERVIEWS 

The use of the Internet 

The internet is commonly associated with information, communication and 
entertainment regardless of gender differences. Both women and men stated that 
they have access to the internet almost everywhere, mostly through smart phones. 
This is in line with the data collected from Facebook that 60.8% of active Facebook 
users in Cyprus are active from their mobile devices. All the participants interviewed 
have email and Facebook accounts. Interestingly, two male respondents said that 
the number of their ‘friends’ list in Facebook is around 700 although they personally 
know only half of them. Their Facebook friends may be people they only met once, 
or who are ‘friends’ of their ‘friends’ who send them a friend request. Only one male 
respondent stated that he only has 200 Facebook ‘friends’ and that he does not reply 
to friend requests easily. The female respondents said that they have approximately 
400-500 Facebook ‘friends’. 

Most of the young women interviewed said that in in any normal day, they are 
connected to the internet as soon as they have their breakfast, if they don’t have to 
study or do their homework.   

Young men usually connect to the internet in the afternoons or late at night.   

 Security issues 

All of the participants link internet with mainly positive feelings, although they stated 
that they also have concerns about internet use, mainly about the validity of the 
information they have access to. They are also aware that hackers exist, that they 
can be deceived by persons who use fake identities, and that their personal data 
may be used inappropriately.  

In general, the respondents do not feel completely secure on the internet but did 
not claim to feel endangered. Male respondents were more confident that they have 
nothing to worry about as they felt able to defend themselves, whereas females 
were more concerned about their security on the internet. One female participant 
said: ‘once something is posted, anyone can steal it’. This gender difference in 
perceptions of security and safety could be understood in the framework of gender 
socialisation of men usually engaging in more risky behaviour, in trying new 
experiences and engaging in more spontaneous situations through their gender 
roles. Women’s gender socialisation makes them to be more cautious in the light of 
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safety online and offline. Women’s and girls’ vulnerability to harassment, violence 
and exploitation is embodied through their socialisation, therefore, they seem to act 
more thoughtful, in the fear of becoming victims of sexual violence.  

In order to secure their personal information and protect their privacy, the majority 
of respondents use passwords. Some of the respondents claimed that they do not 
publish information such as telephone numbers, addresses and photos that are ‘too 
personal’. They choose to send personal information and photos only to their close 
friends or relatives. However, there were clear gender differences in perceptions of 
potential risks with using the internet, with women expressing both an awareness of 
potential risks and concerns in relation to their safety. In contrast, one young man 
reported that ‘I don’t mind my personal information being spread; I feel that I can 
protect/defend myself’. Again, this sense of one’s safety and security is based on 
deep rooted traditional perceptions about gender roles about girls and women being 
in need for protection from others – especially male protection- and expectations 
about boys and men being strong and able to protect themselves from dangers. 

All of the participants own a personal computer at home, but other family members 
may have access. They use personal passwords, but nearly all of the respondents 
share their passwords with their siblings, although not with their friends. Despite this 
claim, both young women and men claimed that they share their passwords with 
their girlfriends/boyfriends. Although they are all-aware that they should change 
their passwords regularly and not use the same password for all their internet 
accounts, only two of them actually do this. It is clear that there is a relatively high 
risk among the participants of the focus group, of being impersonated online and 

having their accounts used in acts of harassment. Research has shown that password 
sharing among intimate partners or friends are is high risk factor for posting, coercing 
and “backstabbing”.29

   

Despite their general awareness of possible risks of internet use, none of the 
participants interviewed felt that their personal data has been misused in any way. 
In two cases, it was reported that their telephone number and some photos have 
been spread without their permission, but they did not feel that this was a serious 
issue. They admitted, on the other hand, that they know persons/friends who have 
had experiences of their personal data being misused in order to cause harm. It is 
clear that the issue of unwillingly spread personal information and pictures is not 
considered by the participants as a violation of their rights. This may be also linked to 
the general lack of awareness among the Cypriot society regarding cyber-violence 
and online harassment (including gender-based violence and gender-based cyber-
bullying).  

 

Identity on the Internet 

Nearly all of the participants use their real name on the internet and they do not 
change their identities when they are connected. They admitted though, that on 

                                                           
29

 Misha, F., Saini, M., Solomon, S., (2009). Ongoing and Online: Chrildren and youth’s perceptions of 
cyber bullying, Children and Youth Services Review, Vol.31, pp. 1225. 
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some internet accounts their real name cannot be used as it is used by others. On 
this case they use similar usernames, such as their name with numbers and so on.  

A male respondent admitted that he does not always use his real name and 
confessed that he does this for ‘fun’ and ‘to spy on information about others’. He 
noted that he does not change characteristics of his identity (his age, or gender) but 
he might pretend that he is someone, a person he usually knows such as a fellow 
student. Some participants did state that they know people that do this often, who 
are mostly men rather than women that alter their identities on the internet.  

Women more strongly disapproved of this kind of behaviour and two of them 
described it as ‘immoral’. One man noted that he does not change his identity in any 
way on the internet because he feels ‘he has nothing to hide’. 

Communication with unknown persons 

All of the participants admitted that they have communicated with someone on the 
internet that they either do not know or do not know very well. For women such 
persons were usually people they were introduced to by other friends, but such 
communication did not usually last long and was limited to 2-3 conversations. Men 
often communicated with people they did not personally know through internet 
gaming. All participants also communicated with persons they do not know 
personally through university internet forums.  

In general females do not deliberately attempt to communicate with strangers and 
they do not easily communicate with strangers either. As for men, they to not 
deliberately attempt to communicate with strangers either but in the case that this 
happens, they don’t have major concerns. One male participant stated: ‘I haven’t 
communicated with strangers except through game forums, but I don’t mind this. I 
have nothing to worry about. I can protect myself. I am not suspicious about this’. 
Another male also stated: ‘I communicate with strangers or persons I hardly know on 
the internet, but I choose what to tell them’. Generally, men feel more ‘in control’ of 
their communication with strangers, whereas women claimed feeling more 
vulnerable when it comes to online communication with persons they do not 
personally know. Major concern of women is the possibility of becoming victims of 
sexual harassment; therefore their online behaviour is with caution and more 
conservatively avoiding risky communication with strangers. 

Definitions and views of cyber-violence including cyber bullying 

The participants all defined cyber bullying as a form of bullying which they compared 
to ‘traditional’ bullying. Some forms of cyber and traditional bullying which they 
considered similar included spreading rumours, and making derogatory comments 
and threats. Women mostly related cyber-bulling to sexual harassment. A participant 
stated: ‘a younger person (mostly in puberty) who is vulnerable can be deceived, 
either in order to steal money from him/her, or to be lead them into inappropriate or 
dangerous situations.’  

When given specific situations and scenarios to comment and/or react to, nearly all 
participants did not consider unsolicited repeated calls or forwarding of text 
messages a form of cyber-violence. Rather, they described such behaviour as simply 
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as annoying. However, they consider the disclosure or spread of embarrassing videos 
or audio recording as a form of cyber-violence. Women were more likely than men 
to describe certain online behaviours as violence such as creating false internet 
profiles or assuming false identities, and posting or spreading embarrassing or 
compromising photographs on the internet as forms of cyber-violence. Reactions to 
such behaviour also differed between women and men, with women stating that 
they would immediately block or ‘delete’ an aggressor from their accounts, whereas 
men stated that they would deal the aggressor personally. Nearly all respondents, 
both women and men, stated that they would not react to an aggressor with similar 
violent or aggressive behaviour.   

Interestingly, respondents generally agreed, and among them men in particularly, 
that in some cases cyber-bullying or violence may be justified. For example, two 
male respondents stated that ‘if someone’s boyfriend or girlfriend has cheated, this 
can justify such a response’. Both (males and females) said that there is no difference 
in the gender of the ‘cheater’. However, they agreed that women are usually more 
aggressive when they are being cheated and they are more likely to become an 
online aggressor (mainly by spreading bad rumours) on the male cheater.  

Own experiences – feelings and actions 

None of the participants of the interviews claimed to have experienced cyber 
bullying. They all, however, claimed that there were times that someone had tried to 
engage in such behaviour against them, and that they have experienced unsolicited 
repeated calling, and that negative rumours about them had been spread online. 
Despite this, they did not feel that such incidents were cases of cyber-violence and 
they did not feel they had been victimized by these situations. Some of them 
reported that they know people that have experienced cyber bullying.  

Most of the respondents said the above incidents made them feel angry and that 
they dealt the situation personally. They claimed to seek advice mainly from friends. 
None had shared these incidents or asked advice from their parents.  They all 
admitted that they could react differently if they knew more about cyber bullying 
and that they were not aware about the helplines dedicated to such issues in Cyprus. 

All the participants considered cyber-violence an issue of concern. However, they 
don’t feel that the people around them (fellow students and friends) talk about it. 
Nor even their parents. The majority stated that they mostly hear about it on 
television, or they had learned it through related lectures in their university. The 
majority though that have smaller siblings stated that they try to talk about it with 
them, in order to protect them. 

 

The gender dimension  

Victim 

All of the respondents’ first response was that ‘A victim of cyber-violence can be 
anyone at any age and gender especially now with the spread of the internet and 
social networks and with the increasing number of users at younger ages’.  
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Nearly all of the respondents though, described a typical victim of cyber bullying to 
be: Female, around 12-15 years of age.  They believe that shy and lonely persons are 
easier targets, as well as those whose parents do not regularly check on them. 

Aggressor  

As for the aggressor, again all agreed that it can be anyone, but they described a 
typical aggressor as: male and usually older than the victims. A male also stated that 
‘aggressors for cyber-violence are usually men. Girls are mostly responsible in 
spreading rumours’.  Another male stated that ‘the aggressors are usually men 
because they want to feel superior or for others to be afraid of them.’  

Respondents’ perception of the victims and aggressors are supported by the 
literature. The majority of the studies on this issue though, involved middle school 
students and not young adults.  Their findings support that generally older student 
are usually more likely to be the aggressors and younger students to be victims. As 
for gender differences, victims are more often females, whereas aggressors are more 
often the males.  

6.2 FOCUS GROUP 

The participants in the groups indicated that they were very familiar with 
technology. They characterized themselves as highly dependent on communication 
technology for interaction and reported spending a great deal of time on a daily 
basis on their computers and cell phones. The majority of them own cellular phones 
and have Internet access at home. The majority of the females indicated that cyber 
bullying is an issue of concern where males were somewhat less likely to agree that 
this is a huge problem.  

Participants indicated that the majority of the incidents occurred outside of the 
school day, usually during evening hours, with the exception of cyber bullying via 
text messaging. 

Most participants stated that bullying can now happen throughout the day since 
technology has extended ‘traditional bullying’ to home computers and cell phones, 
making it possible for “non-stop bullying.” When discussing the frequency of cyber 
bullying participants used terms such as “spreading,” “technology is everywhere ,” 
and “as widespread as computers.” Most expressed concern about the frequency of 
cyber bullying and considered it a serious problem that could cause damage. Women 
were more sensitive to such issues, expressing more concerns. As one woman 
explained, “I think cyber bullying is much worse than verbal bullying because you 
can't tell anyone about it and then no one really knows what's going on, and the 
person who's doing it doesn't feel as guilty because they're not saying it to your  
face.” Similarly, one male participant thought, “cyber bullying is easier to hide. You 
don't have to talk to someone’s face, so it's easier for the person that bullies, but it's 
pretty much the same.” 

Although many participants asserted that cyber bullying was a problem, some male 
participants did not agree. For example, one man asserted, “I don't really think it's 
that big of a problem. It could become a big problem for girls, but I think it’s 
something we (men) can deal with’. Although another male thought cyber bullying 
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“is kind of rare,” he believed it could be serious as he also stated that, “when it 
happens it can be really harmful and can lead to depression and other things.” 

As for the profile of an aggressor, participants all agreed that aggressors are usually 
male, and most often older than the victims. Many participants emphasized that it is 
not just the “big bullies” who engage in bullying others online and that individuals 
who might be too timid to bully others in “real life” might do so in the virtual world. 
They also talked about the Internet providing anonymity, which they believed 
fostered bullying by some persons who would not otherwise bully. 

A number of participants stressed that a large part of the power and impact of cyber 
bullying is a function of cyber space whereby the person who bullies is anonymous. 
They all agreed that it “can be anyone, even someone next door.” The participants 
explained that anonymity allows individuals to behave in ways that they might not 
otherwise, and that would not otherwise be tolerated. Some also attributed this 
power of anonymity to individuals feeling more comfortable in their homes with 
little fear of repercussions or of being traced, which they believed enables 
aggressors to threaten, harass, or denigrate others and to even assume a new 
identity or character online. For example, a female participant said, “I think cyber 
bullying is just a different way of harming somebody. It's not face-to-face. It's easier 
to make more hurtful comments because sometimes you don't like to say things to 
people's faces but when you do it for revenge on MSN for example it might be 
easier.” 

The participants articulated effects of the anonymity including: the aggressor's 
perceived power to harass others without consequence; the unique ways through 
which bullying can occur afforded by anonymity such as a person's ability to assume 
a friend's identity through the use of passwords; the greater fear experienced by the 
participants who are threatened online by someone whose identity is not known to 
them but who knows their identity; and the reluctance to tell adults about the 
victimization because of their strong belief that it is not possible to prove the cyber 
incident or to identify the aggressor.  

Analysis of the focus group transcript however, revealed a discrepancy in the 
participants' expressed beliefs regarding anonymity of the cyber aggressor. Although 
most of them depicted anonymity as integral to cyber bullying, much of the cyber 
bullying they discussed appeared to take place within the context of the students' 
social groups and relationships. The participants also talked about “backstabbing” 
friends online, as stated by a girl: “If you are in a fight with your best friend and she 
is very mad at you and, she might want to do something to get you back. You think 
that you can trust her but since it's cyber-bullying she could put it on her blog or 
whatever. You can never know.” 

The participants in the focus group claimed to have never experienced any form of 
‘serious’ cyber-violence. The most frequent incidents included gossiping, the 
spreading of rumours spread, and strangers trying to contact them. However, they 
all admitted that they know people – fellow students and friends - that have 
experiences more serious forms of cyber-violence. One woman also confessed that a 
friend of hers was raped on a second date, by someone whom she met online. They 
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also know people whose personal photos have been posted online without their 
permission or against their will.  

They are all also aware that once something is posted on the internet anyone can 
have access to it and potentially use it inappropriately. Despite this, they all have 
Facebook accounts and post photos online. However, they claimed to do so 
‘selectively’ as they expressed that they try not to disseminate family photos and 
very personal information. 

Both women and men agreed that victims of cyber-violence are usually women and 
girls, and particularly teenage girls. They claimed there is a higher rate of cyber-
violence and bullying among adolescents in secondary school, rather than among 
women and men of university age.  Surprisingly though, females as well as men, 
stated that the main reason the higher rate of victimization among women is 
because females ‘expose’ themselves more and thus put themselves at higher risk. 
For example, they described that women engage in more ‘provocative’ and ‘risky’ 
behaviour such as posting ‘sexy’ photos of them on Facebook.  

7. CONCLUSIONS AND RECOMMENDATIONS 

 

The current work confirms that internet use for many Cypriot young women and 
men is thoroughly embedded in their daily lives and everyday routines. They are 
more likely to have domestic access through their computers and mobile phones. 
Women seem to spend more time on the internet for searching information and 
communicating through emails and social networking sites. Although the majority of 
the research participants are familiar with the term ‘cyber-violence’, only 34% has 
received information from their parents/relatives (mostly women). 
 
The young adult university students who participated in the research are aware 
about the dangers of the internet and expressed that they do not feel secure when 
they are online. More specifically, they expressed their concerns about the theft or 
misuse of their personal information. Despite the fact that women are more often 
invited to go out by/with strangers, women are more sensitive and feel more 
strongly about inappropriate behaviour on the internet. The fact that mostly women 
expressed these concerns indicates the need for a more in-depth research on the 
factors and social conditions that affect the women’s vulnerability and victimisation 
to cyber-violence and cyber-harassment.    
 
On the other hand, the current research revealed that young men are more likely to 
engage in risky behaviours on the internet, such as engaging in communication with 
strangers on the internet; going out with a person that they met on the internet; 
receiving text messages with sexual content; and accepting friend requests from 
unknown senders (more often comparing to young women). 
 
In terms of victimisation, the quantitative aspect of the current research indicates 
that 27.1% of the sample has been victims of cyber-violence. Women and older 
university students (23-25 years old) were more vulnerable to cyber-violence. In 
terms of perceptions, female participants believe that more often women and girls 
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are victims of cyber-violence and tolerate gossip. They also believe that men can 
more easily deal with cyber-violence on their own. Young women also believe that 
the aggressors who are responsible for cyber-violence are more often men rather 
than women. In this particular issue of aggressors, the quantitative component of 
the research revealed that 42.9% of the participants admitted that they had engaged 
in some kind of cyber-violence at least once, with young men of 21-25 years being 
more likely aggressors online. The main form of cyber-violence performed was to 
humiliate gossip or offend somebody, to publish something offending for somebody 
that others could see and to assume a fake identity, mainly via text messages and 
social media networks. 
 
Through the qualitative research component of the current study the researchers 
explored deeper the forms of electronic harassment experienced as well as the 
feelings and reactions of the young university students. The main form of electronic 
harassment reported during the focus groups was annoying and constant phone 
callings or being humiliated, gossiped or offended via text messages, social media 
and chatting sites. Women experienced concerns about their safety, whereas men 
experienced concerns related to online activities which harm their “status” and 
reputation.  
 
Students seem to react properly after an attack by blocking the person who put 
them at risk and change personal settings, but they rarely confide to their parents, 
especially men (only 5.9%) or call a helpline dedicated to such issues. Furthermore, 
specific situations, such as text messages with sexual content, or invitation by 
strangers do not seem to be considered as cyber-violence by the participants. This 
reveals the lack of awareness on the issue cyber-violence (including cyber-bullying, 
cyber-harassment, and cyber-stalking among other). Also, the need for raising 
awareness on cyber-violence in young ages (primary and high-school) as well as 
among young adults (university students) is essential.  
 

A significant percentage of men believe that aggressors are more often women than 
men (20.6%), and that men more easily tolerate bullying and gossiping than women 
(29.8%). However, looking more into young men and women’s perceptions, both 
genders believe that women are more often victims of sexual harassment on the 
internet in contrast to men. 
 
To conclude, this research study contributes to the on-going dialogue about the 
importance of social network(ing) sites particularly in Cyprus, both for practitioners 
and researchers. Unchartered waters still remain to be explored both qualitatively 
and quantitatively. Richer research on populations more difficult to access (non-
users) would further help to understand the gender implications of these tools. 
Gender, as a structuring category of social life influences people’s actions, including 
the use of the Internet. This means that as long as gender has social meaning, the 
Internet will be gendered. Discussions of the digital divide need to go beyond only 
enumerating differences or collecting statistics on access and use, but to understand 
other social factors and disparities online.  

Recommendations: 
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1. Definitions of key terms in relation to gender-based-violence and safety on the 
internet should be harmonised in the EU. Standard classification of the 
different forms of cyber-violence that disproportionately affect women and 
girls should be introduced. 

2. The gendered nature of online violence and cyber-bullying should be 
recognized in policies and legislations. 

3. Awareness of cyber-violence, including cyber-bullying and cyber-harassment in 

young people’s relationships is at different levels in different European 

countries. Therefore, there is a need for a European wide policy for preventing 

gender-based-violence and risky behaviours online. 

4. Recognising coercion and violence in online relationships is crucial in order to 

be challenged and ended, yet many of those young people interviewed 

accepted such behaviour as normal. Raising awareness on online and offline 

gender-based-violence among young people and their parents should be a 

priority for EU governments.  

5. European governments should clarify and publicise existing law that can be 

used to protect young people from cyber-harassment, cyber-stalking and other 

forms of cyber-violence.  Further research should examine the value and 

feasibility of strengthening the law to protect young people from these forms 

of harm. 

6. Online and offline forms of control and abuse intersect in young people’s lives. 
Recognition of this interrelation will be key to developing appropriate 
strategies and interventions to prevent IPVA in young people’s intimate 
relationships.  

7. The association between young people’s wider attitudes and norms, especially 
in relation to young people’s negative gender attitudes, requires closer 
examination. Societal and peer norms and attitudes which condone gender-
based-violence online and offline require addressing and young people need to 
be supported to understand how these attitudes perpetuate harm in young 
people’s relationships. Schools, as a universal provision, are an important site 
for undertaking this work with young people.  

8. Although schools are key sites for prevention and intervention regarding cyber-
violence (including cyber-harassment, cyber-stalking), teachers across Europe 
appear to lack confidence and expertise to address the issue.  The EU should 
promote integrated training on this issue into qualifying education for 
teachers. 

9. Much education for young people on this issue is delivered in an ad-hoc way.  
Integrating teaching on this issue into the national curricula (as early as 
possible) would make for a more sustained and consistent approach to 
prevention. 

10. Further development of appropriate and acceptable services for victims is 
essential. Young people themselves should be consulted about what form such 
services could take. 

11. Unless services and intervention programmes provide a more holistic approach 
to supporting young people they will fail to address the interconnection of risk, 
incidence and impact of different forms of cyber-violence.  

12. Both schools and media campaigns could be used to deliver messages about 
the possible negative outcomes of sharing sexual images. These should be 
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targeted at younger groups of children and young people as well as at older 
teenagers.  
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